File No. 22-0779-S1

GOVERNMENT OPERATIONS COMMITTEE REPORT relative to a cybersecurity
vendor that can provide Information Technology (IT) Asset Management solutions that
could assist the City in discovering all of its IT assets across all environments; and related

matters.

Recommendations for Council action, pursuant to Motion (Lee - Raman):

DIRECT the Information Technology Agency (ITA):

a.

Identify at least one cybersecurity vendor using "third-wave artificial
intelligence," as defined by the Defense Advanced Research Projects
Agency, and conduct a trial of this technology within the City's on-premise
or cloud environment at no cost to the City, reporting back to the
Government Operations Committee with the results, such as the vendor's
ability to detect and elevate true-positive threats and anomalies without
relying on any rules, thresholds, historical training data or tuning to
accomplish this, as well as the percentage of false-positive alerts their
technology suppressed, and the amount of time and effort required to
deploy, configure and maintain the system, both initially and ongoing.

Identify at least one cybersecurity vendor that can provide an IT Asset
Management solution that could assist the City in easily and accurately
discovering all of its IT assets across all environments as well as
discovering security coverage gaps.

Fiscal Impact Statement: Neither the City Administrative Officer nor the Chief Legislative

Analyst has completed a financial analysis of this report.

Community Impact Statement: None submitted

SUMMARY

At its regular meeting held on April 25, 2023, your Government Operations Committee
considered a Motion (Lee — Raman) relative to directing the ITA to identify at least one
cybersecurity vendor that can provide an IT Asset Management solution that could
assist the City in easily and accurately discovering all of its IT assets across all
environments as well as discovering security coverage gaps.

After an opportunity for public comment was held, the Committee recommended that
Council approve the recommendation in the Motion, as amended, as stated above. This
matter is now forwarded to the Council for its consideration.



Respectfully Submitted,

GOVERNMENT OPERATIONS COMMITTEE

MEMBER VOTE
HARRIS-DAW SON: YES
HERNANDEZ: YES
HUTT: YES
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